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Abstract: With the rapid advancement of multimodal large models and generative artificial intelligence (Al) , the para-
digms, understanding, and generation of image and video acquisition are undergoing profound transformations. In recent
years, new-generation Al systems represented by vision-language pretraining models and diffusion-based generative models

have achieved remarkable progress in semantic alignment, cross-modal understanding, and high-fidelity content genera-
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tion. By leveraging large-scale data and powerful representation learning capabilities, these models have significantly
enhanced the performance and flexibility of visual intelligence systems, promoting their widespread adoption in intelligent
security, content creation, industrial inspection, and public governance. Simultaneously, the increasing capability and
deployment of visual intelligence systems have exposed a series of security risks and governance challenges, which have
become increasingly prominent and cannot be disregarded. From the perspective of image and video understanding, existing
visual models are frequently required to operate in complex and open-world environments that are characterized by dynamic
scenes, background clutter, illumination variation, viewpoint changes, and long-tailed event distributions. In such sce-
narios, the cost of obtaining large-scale, fine-grained annotations is prohibitively high, leading many practical systems to
rely on limited supervision or weak labels. Although large pretrained models exhibit strong generalization capability, they
still suffer from misclassification, semantic bias, and insufficient robustness when faced with domain shift, distribution
mismatch, and unseen abnormal patterns. These limitations are particularly evident in safety-critical applications, where
incorrect predictions or unstable behavior may result in serious consequences. Therefore, improving the reliability, robust-
ness, and interpretability of image and video understanding systems has become a central topic in visual security research.
In this context, anomaly detection has emerged as a core task for understanding security, because it aims to identify rare,
unexpected, or abnormal events from complex visual data. Existing anomaly detection methods can be broadly categorized
into fully supervised, semi-supervised, weakly supervised, and unsupervised paradigms in accordance with the availability
and granularity of annotations. Fully supervised approaches rely on precise frame-level or pixel-level labels and typically
achieve strong performance under controlled conditions, but their scalability and generalization capability are limited in
real-world scenarios. Semi-supervised and unsupervised methods, which assume access only to normal samples during
training, attempt to model normal patterns through reconstruction, prediction, or one-class learning, and detect anomalies
as deviations from learned normality. Weakly supervised approaches, which are frequently formulated under the multiple
instance learning framework, achieve a balance between annotation cost and detection performance, but still face chal-
lenges in accurate temporal localization and the semantic interpretation of anomalies. With the emergence of vision-
language large models, recent studies have begun exploring new paradigms for anomaly detection and visual understanding
security. By leveraging pretrained cross-modal representations and natural language supervision, vision-language models
enable zero-shot and few-shot anomaly detection, reducing reliance on task-specific annotations. Open-vocabulary anomaly
recognition further allows models to detect and describe abnormal events beyond a fixed set of predefined categories,
improving flexibility in open-world environments. In addition, explainable anomaly detection methods based on cross-
modal alignment and attention mechanisms provide semantic-level interpretations for detected anomalies, enhancing trans-
parency and trustworthiness. These advances indicate a clear trend toward a more general, scalable, and interpretable
understanding of security frameworks. From the perspective of image and video generation, recent progress in generative
adversarial networks (GANs) and diffusion models (DMs) has considerably improved the realism and controllability of syn-
thesized visual content. GAN-based methods introduce adversarial learning mechanisms to produce visually plausible
samples, while DMs further enhance generation quality and training stability through iterative denoising processes. By
building upon these foundations, modern text-to-image and text-to-video generation systems integrate large vision—language
models to achieve fine-grained semantic control, enabling the generation of complex scenes that closely resemble real-world
data. These developments have brought significant benefits to creative industries and visual content production, but they
have also amplified security risks associated with the misuse of generative technologies. High-quality synthetic images and
videos can be maliciously exploited for deepfake generation, false information dissemination, identity impersonation, and
privacy infringement, posing direct threats to social trust and public security. Consequently, generation security has
become an essential component of image and video security research. Existing deepfake detection methods have evolved
alongside generative models and can be roughly divided into several categories, including approaches based on visual arti-
facts, frequency-domain characteristics, temporal consistency, and semantic coherence. While early methods focused on
detecting low-level inconsistencies introduced by generation algorithms, recent approaches increasingly emphasize higher-
level semantic and temporal modeling to cope with the rapid improvement of generative quality. In addition to algorithmic

research, security issues associated with image and video generation have also elicited growing attention in policy regula-
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tion and engineering practice. Detection systems are being integrated into real-world platforms to support content modera-

tion, authenticity verification, and risk assessment. Meanwhile, regulatory frameworks and technical guidelines are gradu-

ally being established to govern the responsible use of generative models. Such effort highlights the necessity of combining

technical solutions with governance mechanisms to address the challenges posed by generative visual technologies. Finally,

despite substantial progress, image and video security in the era of large models still faces several open challenges. For

understanding security, improving robustness under complex environmental changes, achieving precise temporal and spa-

tial localization of anomalies, and enhancing semantic interpretability remain as key research problems. For generation

security, developing generalizable deepfake detection methods that can adapt to rapidly evolving generative models remains

an open issue. Moreover, balancing model capability, usability, and security constraints requires further exploration. By

systematically reviewing existing research from the perspectives of understanding security and generation security, this

study aims to provide a structured overview of the current landscape and offer insights into future research directions for

image and video security in the era of large models.

Key words: multimodal large model; generative Al; image and video security ; anomaly detection; deepfake detection

0 35

][l

TEfR RSB BB AR e L Y T BIR S
P N A R AR AL R 1 T 28R, 2 N TR
fig (artificial intelligence , A1) 575 BRI 5L B9 AZ O
o BB AL 18 SR AR AR U TR BE
ARG , PG 5 A SR 23 BT A= 5 93 kT 5K
IELRZVEHE . AR KR R A H—
N TR BRI R AR RS B S IS S A
W o] AR g A8 AR5 AR Rl S5 T
SIGE— AL, WA Tz 5T RE ). AR
P B A 40 CLIP (contrastive language-image pre-
training) (Radford %5, 2021) , ALIGN (a large-scale
image and noisy-text embedding) (Jia %, 2021a) .
Florence ( Yuan %5, 2021) \GPT—4V(Yang & 2023) .
Gemini (Georgiev 5 , 2024 ) %5 7F [ 3CX 5% AL o8 18
5 PR R B SR DR Y T SCHEBRRE T, A A A
AU Sora , Runway Gen-3 . Pika . Vidu W ZESH 25 N &4
JL L — PR I SO 5 RS S8R . X SE L
ARIEHES R REZDT S A 7 SRR Sl
Tk B LA ke B B A ATk B REAL R R

5 R IR , A58 8 BE A PR SRR 1 3 Y
APk, TERRIA T BB 5 A IR RS DA
S PUREAS SR 51 AT S 1 R 5 O 22 5 12
TERCEREE v, KA HY ] G PRI 2R 000 I 22 5 ST
Fo ok JLIMT P A i) B B AT o e AR AT
e DR LB TN AR T MR B AL R AL L 2
SREG , 71 R E AR SRR . P, 58

CRBERSIACHY R 2 47, B 22 42 5 A2 i
LRM K ELIFRARGMIT, C RO FEART G
S AL [R]BUE

1A SO SR ZE A 5 N AR 2L, R AU
PG 5 WL PR 22 4 B A5 A0 A i 2 4 LG 25
5 3

D) EUR SO B g2 4> MRS AR L igp 42 4
B TR BR AT 22 G A58 B 5 BR A R T SR BT
T RTAFPE R G B R S R R A
PUN ARG AR AT 55, JFAEfif 22 SRS AY
IR SHIE SRR | Sl A P 55 B AR AR ST

PR E L A5 D 28 3 WO B T o < S Y O vk
S T 1) A6 E 5 Il (histogram of oriented gradi-
ents, HOG) . K& A28 $5R4E 28 # (scale-invariant fea-
ture transform, SIFT ) %5 T T RRE 5 372 45 ] s ML (sup-
port vector machine, SVM) | Adaboost %5 4t 73 25 4% ,
1852 2 by i 5 B AT 55 P 3R I AZ R s TR TR B 27 ) I

k’fﬁ’ﬂﬁa‘1ﬁﬂ’ﬁ%?ﬁ51%§é

! 1
551 Sy FRREA 552 Ay AR A

S ' R — | e &6
it . gl GAN == Diffusion;

RSB KBHSHTER —
ety R | £ i
BRI L/ fiREE PREECRIRSI {

$8a] AIGC Phieiit)
|

)
S W3 HY M ERE

o swema) [@omuny) [Boweer] [Eormowr] [@)urtal

P ARSCHY SRS 5 A
Fig. 1  Overall architecture and content organization of

this paper



$31% /5 68 /2026 £6 A

, BEF, BB, BEE, TAX, BEle, T8, REHF, ALK

AEHRPAMESEERREMH KR

R, Faster R-CNN ,YOLO Z %145 (% B ARG k) 2%
DA S = B A 22 [ 2% (3D convolutional neural net-
works, 3D CNN) , 213552 3D M 4% (convolutional 3D,
C3D) MK 3D W45 (inflated 3D, 13D) SF 4R AT g 43
Priv s g4 TE 1 B AR 547 Ry 20 ks B | e 5h
B e 2 By 5 B W VR b s AE A RLEHR, CLIP,
ALIGN 25 18 12 RS 18] SCHIUI 25 S BT i i 5 i SC
HE  VideoCLIP ImageBind LG A S RIS
P AL R e — SRAE, TR R A I A
BRe AT

TN Z T, AR STAF S A R AR
W47 O S SRRl B2 B B AR U N R T
AE Tl 5 5230 37 55 1 42 4 i 5 UG T, M AT
FEAETREE Rl SRR A E M XU E v SR IE 2,
FRRE TR CEAR BEAOHE S XTI, Pl A
L 2 PPIA R S E V& L 456 FEBRE A5G
VERLER e Bl BR A L2 4 NS WT 5T 300 1) R G836 B
5 TR, (R 2SR AL 5 S
B FE iR BN R R SR A% O BORFEAT

2) KB SRR R 4 o MR SRR U2 A
R BE Y 5 — A% B, H H AR AR SOA R
P 2 AN B 75 A A i L LT SC— B0 e
Ao BFST TR TR IR AR Al SR LS 2 H
PE AT S i — 3k

AR B R 2 T3 T ARG T 1A BN R 55 )
AR BS B LA Y A R AR AR R SR S A R D
LTRSSk = ZHEPER A Sh k. 2014 4F
He X BT R 4% (generative adversarial network , GAN)
(4 R SCHE R AT, 28 41 B S 5 4% (variational
autoencoder, VAE) $2 41t 7320 sl B B . AARABIAY
£33% DCGAN  Pix2Pix ., CycleGAN . StyleGAN % , H:
StyleGAN SE3R T 1y 43 B8 08 FL A i, LS 3 R
AU E (DALL-E 2., Stable Diffusion , Midjourney ) , i
o MR P IR R A i e o IRAR T 25 A
SEISCABR B A 1, 51k N TR e A N 45 (artifi-
cial intelligence generated content, AIGC) YR8 . 55
A AR A R A L I TP R A B s R 5
3D & BT PR, 18R RS HE Runway | Pika
Y5 Sora. S ATHEFE AR AR AT AR 1L 3D N A
Jl KA AL Rl 55 S AR A

A B AR 1 Koo 1 R B Dt KUK o e
ELOh i N A LLIE i IR, AT RES | & AR A%

FETED S BRARAC , U S EE S AR %4
XFIt , 2% FEARLE 1 & BOR MR R . 2ECER G
AR 152 R G & A 2R D) AN T8 fig
) U LFRECM 4 ) (N TR ReE N
PRI IR ) A X W RO TR T2 B i N 2 i A 7 S
R o 7l IR AR ARG I A5 RR A A SR, A L RUER
Meta ., 945 K (A6 0 B N 2 ) B 4l (Sen-
sityAl, AmberVideo , Deepware Al %5 ) 1 2l O 1 45 0 5
IR K

I D A (4% O AE TR ISR D IR 5

R R DR SR AV 5 AT A ek . R
ik RN Dh s i) 8O0 5 SRR, B E Y R 2
ZARS ARG, 245510 e U 15 )
PR AR IR A IE LA .

Zi b R S5 AOUUAE U 4 B N T RE

FRA ORI T R IY , 0 3 3 A AR Yy T 5Pk
FE2AFAT . WA TE RO AR T R 4[] I 2 57 58
SR By 7 55 AL, A sh A N T BE
fe e A SR mAZ Lo ) A IR B2 1ol R G0 b
AU RS H G TS, R TR AR
Y[R PR PG S ol 3 R 28 U] L B B A
it 553 B A2 A o R IR R D e A I 1 R i R
PR, AR S TR SRR it 2%

1 ERMFRIR

L1 BEGSUHERRE

55 K (anomaly detection, AD) & 1E A& B 25
Pt OB R SO S SR REA B o T R R
038 H AR R /D {H — H AR AT R R 07 THT 52
6 AD 7E 4 lUCVEARS I | 19X 266 AARE L Tl it o Azl /i
PR s 45 S5 U LA Tz T g o AR GE i R
SRR S A I DT R AE T R S % BhA (278 H AR
Sy e Bsf, AT Tk A 00 38 oy R A R i A kR . 4K
T, BEAE TR 8 27 ) I AR B8, 0 HJE KA )1 e
A B 15 S KA (Sun 45, 2019; Georgiev 55,
2024; Yang %, 2025b, 2023; Yu%§, 2022b; Yuan
4, 2021) F1 Y- 5B A (diffusion model ) (Blattmann
%, 2023a, b; Geng 5%, 2024; Podell 55, 2024 ) fY 2%
B IZOUR AT R UG T R D . DU R Bl
JFH A M B el P 1 OB, %) 5 AR 5
KM A 5 5 AT 0 B4

2225



2226

PEERBEF ik

JOURNAL OF IMAGE AND GRAPHICS

Vol. 31,No. 6,Jun. 2026

L1 BTSRRI R

AR ko A b 68T 9 1 B 15 5 i 2 A A
Jit, BUA BT R AT o3 2 W P M 5 M A
Tl 428 WE2FR .

. [ 4 4 . 5
(a) M (b) 2578 (one class)
i 144
1177 44
(OF:1%= (d) B

I s st st ) e v I RS

K2 BT WS S SRR G 7 vk
Fig. 2 Video anomaly detection based on supervised signal
classification( (a)fully supervised ; (b)semi-supervised (one

class) ; (¢)weakly supervised ; (d)unsupervised )

1) 4 W SR R . 4 W S A (i 4%
2024c¢; Sultani 5, 2018; Zhu %5, 2020) R B 2k
AEAEE ARG ES  XEREBN R
AR (A5 2 OB A5 T 8 A4 ) 8 A s A ) B AR 25
TEYIA 7053 W BHE B BUNEO0T , 3 PRk Ay 6 I
RS AEw . SR, fh T B0 SE rh S5 A7 o0 A il
PERUN TR E 88 2 2R B, H TR w4 B 1
S B AT AR (video anomaly detection ,VAD){£ 5%
A FEAR XS /b o BB %) 5 ok i 1 G b 2s 2T 1Y
SR AN Yao 55 A (2023) 48 H T 5L F B X Bt
SRR LA T DLW R T A T A
BAE B A AR 2], DTG 3 S50 HE AR S I R
ARZ B . Luo % A (2025) I AL G 54
RGN 512 308 AR TR Ik PR % 5 AN I 2R 5 P )
IEH R IEAT T L, AR i FEGAR AR 5 FRIME , K
AR A B . R TR P — [n) B, 2 TINP-
Former, 8 ist M3 (145 r B 42 4 B0 IE &6 T 260 f dhk
o AR, 455 TE 5 SR — 5O 453 2 RN 42 Ji 46
P AT T S K A B L IR 2 BE S
SCELT e ot TR RE, BB B B AL RE
AN, SRR I ) P R AE T SR 20 43 A R
AN, HoAT BEATAE T ICEE (open-set) [R]85, B[V
TR B2 o o Wi Y 5 280 . TR 4
B S H K I (Ding %5, 20225 Peng %5, 2025; Wang
45, 2025b; Zhu %5, 2024) 5 7E I ZRAS Rk b BR AT 25

CHIER A TR E A, LASAE I ) 3R
WS PR M. BUA s FERETXR
U HEATRLALLE SCRIA IE B R A2 ] — A B 1Y
75 [ . DRA (disentangled representations of abnor-
malities) (Ding %, 2022) % X T 3 Fp 5w 258l 54
B ] UL S BN AR S 5 e 1 5wl D RS TR
PR O S LAY R, DA AR R B T R AR
22 SRR 2 ] bl G DU 2 A T WS o iE—
BB T — D2k M2 Hoh A Sk 73] 12 5557 )
X3 PR S KR R A ] T AR R
FER , MU B R S5, BT AT U IE H B8
X 23 AT UL RS AT UL Y 5 R . AHL (Zhu 2%
2024)GIA T —Fp S ST 2] O ik 20T AU
— ALY S Ve S A L RS AR O TR
PRI, B T IX B o 2] G — 18 S P e AR
DPDL (distribution prototype diffusion learning) (Wang
&, 2025b) BETER IEHHEAE AN RZEHAA
FUMPER) 53415 28 ] v A g 2o Tl 27 o] B e i A
N FE SRR IE R A QI — MR R R 2 W O
2] — D EEE T T, DA SR TE R A ) 53 2 Ji A 1Y
P P [ RO S AR AR o AT M — LB T 5T
(Acsintoae %5, 2022; Li%:, 2026; Zhu%:, 2022)F
IR IR R BT AT 55, R Loy > B AT I S
>3, AT AR A 55 8 9 0 25 2 A B e S A
AN 5 PE UM AR S

R EGS T A B R A I 7 2 AR TAE
PLER ST

2) 2 B B R L 2 W B R KL I (Dong
& 0025, Huang% , 2020; RuffZ¢, 2020; Tian%E,
2023; Yao %, 2023; Zhou 55, 2023) B IIZRBi B
HAIERERATT ], B IR p A EGE, O
H i g 12 ST R A I Sy S

D3R TJ7 T, 2 B I (VAD) %2
M AR LR 22 A 1R Y ik

(1) A ¥ 2 > (self-supervised learning) . |
PR BIAT 55 (FRBRAT 55 ) AT M B Kl b AR B e B 1
o FIAABE S AL

D % (reconstruction) (Li &%, 2024b; 2% 3k
&5 2023; Luo %, 2017; Nguyen Il Meunier, 2019;
WO YE AR, 2023, F R AR, 2023; E B AE,
2023; BRIEDE 45, 2025) o I R i A g i — 1
B I 2%, (2 A0l 00 265 £ P15 D I s A\ 5090 55 %R DC TBC 1Y



KK, #HYF, BE, BEE, TAX, Elg, T8, REFH, FXE

$31% /5 68 /2026 £6 A

AEHRPAMESEERREMH KR

x1 2EERERUAELLES

Table 1 Summary of fully supervised anomaly detection methods
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Table 2 Summary of semi-supervised anomaly detection methods
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1 2 A 2 K1l 5 B A (multimodal large language
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Table 3 Summary of weakly supervised anomaly detection methods
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Table 4 Summary of unsupervised anomaly detection methods
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Ao IR BTy T H I ORISR 58— 1 5 I A
BY (40 CLIP) BT 28 & 19 26 AR . 0 AR 2 dl it
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Fig. 3  Anomaly detection research based on large models
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Table S Summary of zero-shot and few-shot anomaly detection methods

Bt BTy Ik B AL
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Kong % A (2024); Jin % A(2025)
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Table 6 Summary of methods for detecting anomalies in open vocabulary
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Table 7 Summary of explainable anomaly detection methods
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Fig. 4 Image generation methods((a) GAN based image
generation method; (b) diffusion models based image

generation method )
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growing GAN ) % H 32 J2 38 4 (1 U1 25 5 W, 1l o s 8
T o HE R BURAE J Bl R A A B9 StyleGAN vi/v2/
V3TERHE 23 B9 -5 KUK V842 0 TR 8 e, (454 A
S5 RAE LSS 2R B W LT DR 2 R
FENIAE U 55 Th R

BigGAN i 9 [E] DeepMind 23 A (DeepMind Tech-
nologies Ltd. ) Y Brock 55 A (2019) 42 i , i it 47 K ¥
28 MRS 2 B, S TR s o FER A R AR
7 ImageNet LIS T SR AR A AR BTt . 5 L[]
B, SAGAN (self-attention GAN) i Google Brain 41 B\
(1) Zhang %5 N (2019a) $2 1, 5 U A & AL
(self-attention) 5| A GAN 244, A 8542 T 1 A4 i E1R
TE4 Ry A5 6 55 JRy R A 1 O T ) — Bk S TR T
TR 1A R e

GAN T UG A il U8 1) die R ot ik S A R4 T
T B T I R R 2 R, (A5 2R S PR B4 i )L
PRl LS BRI G . SR, GAN 7E Il Zhid A2
A5 SR T I — L2 () 1, A 2R e B ot A2
TE AR XE LA A5 o X L R RUBR ] T GAN 7E S B Ly
P A8 R, U HG 2 1 0 2 e s A A N 2 Y
T

R 8 B T T GAN By R A T T A AUk
AR B A A

2)IETY BB A R AE i BB AR O
25 (GAN) BEAR B AW K e, FEAE I ZRas g v A nl 45
P 7 T B Sy BRPE 2R B, At 2R B 2020 4F
MR TR BT S IR R W . A5
HH 28 ] M K 22411 52 A 43 % (University of Califor-
nia, Berkeley) ) Jonathan Ho 5% A K # HY (Ho 5%,
2020) , H b id A 8 AR LA A A% T 5E 7 1]

YRS AL i A% O B AR IR T B i RS T
PGS R AT A L R L AL B R
W iR Ak oy 2B BEALIE P (AT 1] 2 72 ) 5 BEJS P ~J ey
e S 1] 3 e R A0 ZS BRI 7S, DA PR 52 4 e I Y
Jaf AR o LN ZRAIL ) 3d #2857 A B 2R ] R B
(Markov chain) HESE |, 38 1:f A5 AL ASE fin Mgt 55 25 M4
AT R A R BE 8 4 M~ ) B O3 A B 2R L
M

51258 GAN AR LE , 7 U Y £ 224> T 1 e B
BERS . wh AN R AR T
GAN ‘LA R i 5 1R, LUK, 9 HIORE AL A R
S BN ZRaT 45 RT3 o R R S ) 2 MR R e iy 2
K5 SRR TG A S S RS U E T
X PR B ORIV 55 o A, B B A
0409 38 )5 4 JRy — Bk Ty T R B, A A R
TERLSE B b 03 2 B GAN LR . SR AR
SETE AT P e O L, R R U A A A
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Table 8 Summary of GAN-based image generation methods

Bt Rk BB
. ) S 3o A 0 08— A 0 £ o B kg | AT 2
Vanilla GAN(Goodfellow 2, 2014) 55 BSR4 FE B RE A
SR L DCGAN(Radford 2, 2016) T A T 2 R 4 50
WGAN(Arjovsky 4, 2017) K FH Wasserstein B5 g 7 5 28 RO 5 B0 S0BUIR (10 22 57
o TEJE G GANHE S 5| A SN O A 2 1, T S B 21 1 R 1
COAN(Mivza il Osindero, 2014) ey oy bty 3 8474 1 2 AT 5 A0 H b
InfoGAN(Chen %%, 2016) T e KA AR B0 A AR A A 2R
AN PR . TE CGAN FERH 1 — A ] FF 30 5 2840 th B B 432 03 B BTH T2
ACCANOena ™5 20100 e oty i Bt 5 01—k
; ST 3T 7 AR 1 0 2% 2 5 JXURS I ER L A 2 1 PR 190 2 4045 e B
StyleGAN 25 (Karras 55, 2018, 2019) ' g 1 yoyyp st et
] BigGAN (Brock %, 2019) S K P4 B 5 K R SR T R 4 R 1 PR 1
P SAGAN(Zhang . 2019%) P 17T STUEI S GAN 42 H AR T T A iR R AE 4 R 45 g

5 SRR A1 75 T A — B

AN TR WA BL, h 5 8202 [P il
(latent diffusion) , SCA 2 K144 B (text-to-image gen-
eration ) % Jy [n] B | B EHLA

TR OB B k2 R Joi 4 vy, WE S 5 AR AR T
Z R AT AR SO M T e R A R
fb%5% . % 5 9 DDPM (denoising diffusion probabilis-
tic model) H 3 [F AT 2747 52 F1] 73 4% (University of
California, Berkeley) At Ho %5 A (2020) #2 1} , %A% &l
88 3t i R A 2 MR A 3 S B i Jo o PR AR A A, 3
1A RUS RERY RS E P S AT R . BB, Song A
A (2021) # H T DDIM (denoising diffusion implicit
model) , 51 AR L BB, R e 17 RAEE
IFRE— 2L 3T T AR R BTG T S — 2. A T
Waf AR A= T B30T i, L[] 9B 7 42 K 27 (Heidelberg
University ) ] CompVis I BA$2 1 T LDM (latent diffu-
sion model ) , ) 3% 4% i%] Stable Diffusion (Rombach %,
2022) . %A AL o 7E ¥ 7E 25 (] (latent space) 1 i
79 8 S, (A A i AR 7R DR o 5Ty Y
IR 2 e e N NS A 1 L = 2 1 B0 Nt
PG A B B A 3 S O B EE T 1] o Ope-
nAL#2 i ) GLIDE (Nichol %5, 2021) 5 DALL-E 2
(Ramesh 5%, 2022) REAEARAE H AR 1E 5 1A A= ilUE
HEAZ Google Research [} Imagen (Saharia A
2022) M 254 T Transformer 2245 59 BOHLHI , 7E 407

W SRR SR Ty BRUS TSELPERE  JRR T3
AR A U F 22 0T .

FEAE R PR DT T, AF5E & 32 T ControlNet 1
T21-Adapter % 4544 5| T R (Zhang 55, 2023a) ,
WY BHEL g | A B RS E B (b & E
TREE BIBCEAS D), SEBUM A BN 25 BRG] o 3X
AR ARl A 0% [ SR B A iU B A5 A 24
W TR UG, Tz B TSR A s B g
A i 4R . b Ah, DIT (diffusion Transformer)
(Peebles Fll Xie, 2023 ) #E — L4 4" {45 55 Trans-
former HEZE ¢ — Rl , A FH 42 Ja) T 2 0 ML 42 14
PR AR O 2R , A TITE RUR A il AR 1505 2
RGBT 55 T I 38 R AT )

B 1 7R B AE U 0 22 0, 3 HICRE AU 540 e 9
Wz N R . 7E K818 & (image restora-
tion ) GBI, 4 IR AY BEAE A A ey BT a1 S 2R DX 08, T
TGN S MR BE e PR
£ (super-resolution ) {155 1, ‘& AT LLRHAK 43 B 1A
GRS R iR i AR, o T 52 0 B 5 A0 1 5 42
PEHE AR ST s 76 KA 12 (style transfer) ¥ 5, 37
PR AU AT R 3% MR — R R 2R KU 125 2 ) —
IEEG N T EARBUES T ikt mHEEW
B, BT HORE A Y SCAS B R AE B (text-to-image
generation ) 7 AR T S 1 SCHH A 20058 N 25 14 75
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JE— BB R R TSR RIS . B L AR
Pl {4 i 5 S (editing & inversion) 77 [] , 4 AR 7Y
SEAR AT 0P g A s TE) 30K PRI A i e L f
55 5 AR OIRE L hy R LR S 5 B AR R AR
BB Al BERE o

L b U HIORE Ry R A AN AU Sl T AR At

BB X7 ] [ R A AR e A B85 T 2
RS AT T AR T IR SR . HAERS e |
ATEEVES AR RS, T A N T
B REIEUT 1] NS — S R R B B

OB T TY HOR R A P8 A 07 12 94X
FMETAE KR AT

®9 ETYBEBENEGRERTEDE

Table 9 Summary of image generation methods based on diffusion model

Btk LLSIEYRrS

OB

DDPM(Ho %, 2020)

M AL UG AR L AR A DDIM(Song %%, 2021)

Stable Diffusion (Rombach %5, 2022)

A 3 i AR A 2 MR MR 3 S B g S PR AR A G, R A T A
I R RS EE 5 T AR

IR WAL, AR 1T RAR B EE I — PR T T
A PR 5 WA S — B

Ao 7 VR A 2 (] PP AT RS E A (A A A AR T TR
1 JO i Y P [ P A 2 T S AR

GLIDE(Nichol 2%, 2021)

SCARZEAF UG A B o Y

DALL-E 2(Ramesh %, 2022)

REAE AR (1 SR1H 75 41 1A AR il R

Imagen(Saharia 4§, 2022)

254 Transformer 2284 5 4 BUHLH] , 76 40755 18 JEAE L —F
P S T E AR ERE .

3) /NG o ARG UG A B TR R B )R
RO A0 A AR E 2 2 i AN B R R RE B
RS . SR, Bl H2 AR 2 | UG A i i 1)
1R 2 U BT SRR AR BRSSO 15 50 i
A ORI A R B R A = 28 T
2, N A B o o FN s A S A R N 2. 19
fn, SCAR B R A BLE R (Ramesh 55, 20225 Rom-
bach 55, 2022) 38 i} # i SCA TR A B BEAE A=
BAF AR ER, BB T MR R FNE L E K
ez,

BEHR A BB B — R UGS Y e 31| 2
B X 55, B i 255 2B s B AR R R
I, SCAS B 14 (text-to-image ) £ AR G54 T SCAHN
B, RO AR S SC- 308 A BRI 1 S . BRIk
Ab BERUATFUR S5 G 8 A0 R AR BRI S A S
AEAE A G R B I 2R RO B . AT i s
BEAS X 55, Az BB AU AN e BRAR R A SN, 18 RE 25
GHAMEE ARG Z TR EGNE R T
FUGAE B R S5
1.2.3  WSA BT VR I 9T BR

1) 3T GAN I WA A B o 4 2E RS0 e 1 2%
(GAN) 1£ EIMG A= i 0 8 A 28 i 1 2R 2 )5, T

Azl
ISR

&

%@- (1) |

(a) F£F GAN BRI 77 v

I

ELSH L BH LM
(b) Fe 4 BRI BB 7 o
i euait
| GAN 5% }
i&?ﬁ; % % %
TR ‘
GAN ZE5 5
(o) AU i

K5 WA T i
Fig. 5 Video generation method ((a) GAN based video
generation method ; (b) diffusion model based video generation

method ; (¢) hybrid video generation method )

BT L i 2 ELA T s AR 2 A A R
1155 o RAWFIE £ B T T IS A BT 19]
VideoGAN (Vondrick 25, 2016) & i% it T i 5t—1¥
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ORI AR LA AL, 38 3 o3 ) SR RE R AR T B S Sl A
ST AR i, ISR B BN AL il & (mask-weighted
fusion) A= B SE M . Pl )5 , Tulyakov 5% A (2018)
e th MoCoGAN , ¥512 3 {5 B 5 N &5 B, 51 A
b Sz P A i ) AR TR A2 Ak 5 A URRAIE L DT
FIRTE TR AR Y B S — B S Z2HEME . Saito
SN (2020) 42 Hi TGAN Sz H B HERRAS TGANV2,, 2R
Fisf 18] 4 F (temporal convolution ) 45 #4) UL 4 $i2 K B ¢
(O e s e I ¢S N (21 - S e ) 1 Sl S A
DVD-GAN (Clark %% , 2020) 5 MoCoGAN-HD (Tian
85, 20210) i — 2B 5| A RUBE A S HI L], 23
TR TR I TR A L, SR T T
SR ENE.

TETC A A UBAR I BOME RS  DF9R B TF IR R
EXEEZ ENESY(SSE S LR T NN TS B I ke
AR AE B . HoH, Text-to-Video GAN (U1 StoryGAN
(Li%§, 2019) )i 1K SCA IR RIS 230 S s 1]

g S AT G A R, S8 3 SCAS 3K By ) I T A AR o
Audio-to-Video GAN (Aldausari 55, 2022, 2024 ) Il
i I B RS ) AL RE A AR 5 5 AR 5 AR
ot [6) 25 B9 M58 N 4 o 11T Image-to-Video GAN
(Xiong &%, 2018) W LA St PRI A A Geaod IR 47
Joe HE i SE A R B, SR R A 1Y 3 Rl A
By IXELHF AL WS T 5T GAN B LM A 7
MICHAF BN S5 35Ty 1] B, g0 1R
JREE SR T SO - ] AR

S IET GAN RY IR A= BT V5 AR 45 A BT
Az BT R 5 T R T R (TR Y U 2k
AT E PE SR ) AT ) 2 1 R = 40 B
A A AT 55 th Ry R . XL R PRV R 5
S B TP WO B A A0 A AR R T B9 BT O
Lo

F 10 B4 T 5T GAN LA AE W T i ARER
PE T AR B AR A

F10 ETFGANHUSAERFERL
Table 10 Summary of GAN-based video generation methods

Boblist WUR Iy BoLHUR
. . Ve HF T W XA L e 5 5 R R s T B
VideoGAN(Vondrick 35, 2016) oy oico et st £t 3657 R Tl A R S UL
A3 T 5 15 P75 £ A 5 A 7 Y A B B
MoCoGAN(Tulyakov 55, 2018) [k 15 A U4 A , WA 1T 58 5 48 71 T i R 50 25— 5
e OV R EEZED

TGANvV2(Saito 2, 2020)

DVD-GAN (Clark %, 2020)
MoCoGAN-HD (Tian %, 2021)

SR FH IR [v0) 2 AR A8 A8 LA £ 4 I e 4081, 8 £ B P 37 7 I 1]
YERE L HIF A

FIAZ RO A S AL, SCBE T e B A L0
A B, 2 BT T LB R SRR

TFGAN(Tian %, 2020)
Text-to-Video GAN A
StoryGAN(Li %, 2019)

AL A SCAH R S 2 T SO s ) 7 L A i R, 5
BUSCAS Ky 1 0 78T A

Audio-to-Video GAN (Aldausari %, 2022, 2024)

e B AR A o TSR RE A AR o 015 5 A 5 L e
)2 AL E N2

Image-to-Video GAN (Wei %, 2018)

VLB E] (BN A e I A JE 2 DU BE, Jre 1
H R AR5 s A RE )

2) TP OB A AR il B A RO A AR
PRIAG A Bl 4 R B A 5 e P SR, F 9% 3 T 4 g L4
I Z AT AT 55 T — A B S B B A
FEZE . AR R T4 VDM (video diffusion
model) (Ho%, 2022) FTPVDM (Yu%, 2023), 5K
B BT R R 22 i) (R 4 3 a0 i B () B
M sz i S B AR AR 2 A o Bl 32 HE B Animate-

Diff (Guo &, 2024; Lin fll Yang, 2024) LA K Video-
Composer (Wang 55, 2023b) , 76 £ U 25 #4 5 2 1l 58
D) bt 5L TRz s S S R
B, DLSE R B R 1 Sl S-S5 KU DR o
PTAER , KM 4t Bk — 20 e 5l 1 A
PR B & JE . OpenAl & 4 1) Sora(2024) (Liu
S, 2024e) P E mEPERE TN TR REHOR 24
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(HPC-AI Tech) F1dt 5t K22 Bk A 42 H A9 Open-Sora/
Open-Sora 2. 0 Fll Open-Sora-Plan(Lin 55, 2024; Yang
4, 2025a; Zheng %5, 2024 ) B HL [ E 5 5280 ==
JF % #) Wan2. 1/Wan2. 2 (Wan 5%, 2025) ., 5 i Al
Lab [ Hunyuan(Kong 5 2024) LI MR R 55
T ALEE A #2 1 Y Cogvideo . CogVideoX (Hong 55 ,
2023; Yang 5§, 2025¢) , ¥pf ZHEE R (UK &
AR S Y BRAE A RS AU BOE SR, 52
BTN AR IE R A R o PR KR A R
BOBE S, AR T T A U R S B . e
Ak, ImagerySearch (Wu &, 2025) . NarrLLV (Feng &
2025) .VMBench (Ling %5, 2025) 43 HI WA B B 15 X
— M KB B DL s B s A B 3 A4
JEVEAG AT AR A A B RE ) H BRI 5 2 5 i)
Bt S R T HEES %,

BT B PR A= B R — AR B DG B L
Ao B, B P — 2 29 ) (temporal consistency
regularization ) F F#f CR A AR 2 (0] (142 Bl i 2tk 5
ARG P, DA 22 figk B BIL IR 75 5 | A1) I P T 7% )
A, U, TE BB S5 K 7 T, 22 R ] A5 8] — I 1]
U-Net 5%, Transformer HEZ2 , 3 12 7 25 [8] 5 i) [B) 4E BE -
AT AL, SE A R — BUW R IE A S B S 4E .
e, S HIALE] (conditional control ) 78 T 4F- e
R AR BEAS 5L T 2 Tl AR (ISR A |
DT TR R Sl 25 ) S B SCn] 45 1 A8

Jrr il A JGI U BN — R I 2 R A, LASR T A= 1Ak
REEHE—HE, R, AP0 NSRS i £
RS TG J5 T4 e 4 SO B N AR S 1 K 2y
WAFE SRS AGE— R ESE (A i R B B
R S TR OCHRRE ) o X — TS A 4 HI
RURAEAKAAT A U S A O —

LRSS T TP ORI A T 1 Y
PR T SRR A

3) I A: T R Rl AR . ARk R
AU B 220 SRl G 1 R S B BIFSE A IS
TLE AN RS A0 ] R RMET , D S B8 B — A B3
LAPERER ST, %%, GAN 5 Diffusion (11 & 4244
(40 Diffusion-GAN (Wang %5 , 2023d) )5 X412 > Y
o3 AR DETCRE ) 547 HIORE AL A 25 MR BRI AH 25 4
PEDRAFF IS P ) [m] I I 2 3R T 1 A PR A 1 22
FEMES AR R . 5L AT, Flow 5 Diffusion [
45465 W R oy — 2 Iy ], H rh Diff2Flow (Schuster-
bauer &5, 2025) 5Z B ZR3 B AL (401 Stable Dif-
fusion) [] ¥ P g (flow matching , FM ) #5578 (1) =5 %0 A1
PULHRS , Tora BAMT SR TFE , AT i 2 BAR T A
AT THEIRCR

TEAE TR BUAG JZ T, Transformer X 8l (9 A= 1% 458 —
Ak (transformer-driven unified generation ) 1E 7 # il 4
Ik . Hi A AR R A FF VideoGPT (Yan 55
2021) \DiT(Peebles Fl Xie, 2023) , X LA A 5L F45

WA I BVRTTS , § BRSO MASAE OE 2T — 0 A S LA 25 RO 06 2% BRI TEIRIR |
INTB AR J ] B 25 DR AT AR A S, B Ty R S A AN RIS SIS AT 55 s i g — 2k
F11 ETHRERNRER T ELSE
Table 11 Summary of video generation methods based on diffusion models

[T ATy vk AL
R VDM (Ho ., 2022) A T 2 ) 4 0 6 W ) 4 e

PVDM(Yu %, 2023)

S S AR 51 A Al

BERIGEHE 5 2%

AnimateDiff (Guo 4§, 2024; Lin 1 Yang, 2024)

TERS I E Ky S 4 i e ) Lot — P oludt , 51 AT i ik i85
R S A AL L LS 30 0T 52 0 1) 3l 1 i 5 XU

ke VideoComposer(Wang %5, 2023b) P
Sora(2024) (Liu %i;, 2024e)
Opensora/opens/?raZ.O\Opensora-glan(Linf;@f, 024y gt (kT S S B ) BAA
S Yang %, 20250; Zheng %5, 2024) WU BORE et ST M F AR o R A S

Wan2.1/Wan2.2(Wan %, 2025)
Hunyuan(Kong %%, 2024)

FORKEF AU BerRE Sy, R T T AR R R S
Sk

Cogvideo ,CogVideoX(Hong £ 2023; Yang £ 2025¢)
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o ZEIT A A A IR RS G, IR T
T AR AR R AL RE ) SR .

Ak, 28135 48— A2 il (multimodal unified gen-
eration ) AR TS AR PRGAHEIE , HHE SR A= BN 5 285
PR A I ) B4 <A LB i 5 Bh 2543 " BE 111
He B B AR ME T AE 445 Genie 15 AY ( Bruce 45,
2024) , ZAERLF Y PR 58 LRSI 28
RE AR B R TAA  Bh 2A n EEARLRE ) 5 53 b,
VideoCrafter1/2(Chen %5, 2023a, 2024) , 33 T JTik
FOLA A B 1 SCAT 45 9 4 5 LA X Sora B3 (Liu

%, 2024e) , EIRSEEL T A SRIE S ORI
T A3 AT A it 2] o A B o

ST WUAAE B E DA — B 1 L A B
10 ) BA A B 5 HE B AR ) 10 245 tHE AL By
B, ik — b g A N T BB IE ph SR 8K
37 NN B " (LA 45, 2021, 2025), K
i e ELA AR AR 0 SCHR R fE 0 R — AR A
WA LR G T A

P12 DG T AR BT VR I R G O 2 AR AR
PETAE SRS

F12 WMERFENRERERE
Table 12 Summary of video generation method fusion methods

ZZ R LSy PN

oL

Diffusion-GAN(Wang %5, 2023d)

GAN 5 Diffusion BT 42244

ScoreGAN(Shehnepoor 5, 2022)

B X BT 2T 19 70 A VT B RE T 5 47 BB 700 f) 25 W A
BLRIFRSS & TR ORI U ZRARRE PR A ) i S 25§ 1 2R
A ZHEE S A IR

Flow 5 Diffusion H45 &

Diff2Flow(Schusterbauer %, 2025)

S I 25 B BT 5 (40 Stable Diffusion) [ 3 DE Bt
(FM)#E 3 A4 = 25 R A%, T A M-S T &Y, T
AR T A ORA IR THEFRROR

VideoGPT(Yan %%, 2021)

Transformer 3% 2 4 4= i 55— 14k

DiT(Peebles # Xie, 2023)

BTG 0 TR LA 2 MO OC & | RERSAE
B B & 3 AN RIS R SE IS AT 55 RS B 5t
_'CEEEC

Genie B (Bruce %, 2024)

RGN

Sora i A (Liu %%, 2024€)

He Py B 5 1R ARG A 28 A G AR, HE i T
NS S 3 2 ) A g

VideoCrafter1/2(Chen 2§, 2023a, 2024a) SEIRIF MO8 AR 1 5 18 S AT 45 4 ik

SCEL TN A ORI T SO BRI 5 23 AL ) o
9 A

4) /N R I AR R IE T GAN M HUE LAY
WU AR IR T A2 25 1 e (BT S B 1o P A7 T
ZIr PR . B, Y — S AR AT 55
A A O MR 2 — , A PR TR 75 A 3 0 2 ) R 45
T (932 S U5 SMULRRAE , bt BT a] (R B
AR lGE B AN A R, U, A3 T PR LR 2
KRB, JUHORAE S IR Y S M o R R IF L 1
it [7] P CRIE 1 T ) 40 15— B S5 S8 e . s, Bl
WA B i 1) Z2 A28 ) K B, 2 RS ) 26
DE RIS A R AR IR Sh AT ) 2 A
A () SRS B B IR 0 5 50 AR S B SO RORR
IS — o HONARA B PR EAE T, UL fi] Y
ot T W — Ml AT AR 1 S
PEAE B AR . BB DCET AR R R Y iz 322
e, B T BRSSP A B SRR

AT AR BB B ) 22 % A Ay o RS 1 i 51 A
WM o X BRI A e 78 (] Ao HL A 5 R A s 23
AALRE N5 2 SO AR ), A AR B R e A
B4 T A EOK

1.3 REMGERUFEAR

Bt TR B 2 > A R PR i TR R i
FeARAE LA AR 212 L A G 0 R R
B N SR, ORI RS & T RIS BAEHE .
S0 B RSt S A m i, R, R Db i Al 47
AR BRI B R 22 AR RO S50 35 1Y 2 A 5
JiTl .

OSSR o bR Rl Eray NS T BU R/ V4 &) e RN DR VB e (=1
BIFE G N TR e HOR AW B ) B AR . — 284
AP EAT i B ME A 25 3L, an B ole IX e Ao Fn
Sy NP TN EE R OB X (=S ol I Y N R 1}
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JR T - s} ] — =3 [a] Ohy s 5 B, AU PR 15 £ 2, L I 2
B R AR O 5 B . B 9T R AR TP e G
B 8 A 5 A L B G 55— P PN 25 LG R AL ) £y
AR . A AIGC EMR AU AL & A di  (H b T
TR B Oh i 6 D ) B 9 4 R e N R 1, B
G B0 EL A AR, DRI st A O s A AT 88 2 i 5
A o 2R SO OIS O A6 I A F ATGC B4
R B 3t 6 000 B AR 8 &, A B O s G 0 2 A 1) 2 e
IR, IR AR SR 5T
1.3.1  ABPhrE A4 A

i 5 V% B O 2 R AN W T N O 3 R
B B A 22 WA BT 401 35 ) F 5 485 . SR 1 X A
A 25 P T o ) g L 20 T 4 A ) 45 R
GBI B 55 FRAE DL s AT 2
ANYERERE TR R . AT 3R RS
B B IAT R R PR s R AR, an &l 6 irs . B4
SER R A I 5 TUAaT 24 o R sk (1) 322 53 P 2 S 1) 5
T2 A5 BRI B AR o R 42 4 AR A B
A 5% 738 4G A L AR 4 rh R B T S R R 2 T
WAE BRI AR o 5 R 25 A 2 A AR AL L
P& T YOk F B B 5 % 4 BEEE ) 9 AT A R A U
HA,

D) TRy {5 B AN P A 4 A o w3
T 05 23 A 2 A PR v A, A OCRIF S B T
FEYE v Az A R A HAD IR DA e NG A
UG BR B B B 28 R R, DA SE BB Bl . 72 4%
FENIE PR s Bk b 2B T AR A 2 R AR T R

— TG AT AR AN T s A b 2 A R Rl
ARG E IR . BT 3X— W%, FaceX-ray (Li
A, 2020) £ T — Bl s A% R BE O 5 e D AE 22
T PR AT 55 i H R PR A B B < i SE R HH )
HBEY 7E o7 i A R T TR B T 5 AT T 300 B DX e
PEAT 425 LA E H AR . FaceX-ray B9 i 35 L 347 T
IR T 5 A BRARAT , T AR AOR TR B
I 2B s, DT R MR 5 1 A AR Y (142 L g
BUJE , Li il Lyu (2018) #E— 2545 | BG4 i R bR
7o FEIE AT, by S BT NS S T RAT B 47 R
e [F e 23R B R E N o R AT TSR
ZE DAL T T R 2 0 St A 4 R e S IAG I . 5 0k [
ff, Dang %5 A\ (2020) 38 33 5| A3 2 EHLEISE 8L T
X AR e DX 3k R A A, o A5 T P B A B B
$ETto

SR TR A i Al B X el o Y s B
— BRI 8 T AE P R AT A ™ O T I 2
Hh R Y O AR 2, 3 BT TR R R iz A RE
HAR . REBGE— R IR, e &R T I A&
26 95 0 R DA B T B O & A D, 5] 4n L AR] S g6
(Yang 4%, 2019; Zhu 5%, 2021)  Jm #5401 (Chen
%, 20215 Zhao %, 2021) £ & £y — M (Dong 5,
2022) . BT ELSE NGRS A A B SR ) = 4L
Ul 25 T PR A P i SO A S, sk 2
= YRR e 08 1 s IR ME DLSS S i A PR 5 . B
i, Yang 55 A (2019) FIHTA G [ 4 Ak 3 3D Sk 3 2
A3 A OR 3 PG OB R Y TR e 22 4 )

o D,
i .| RO
< S [P
GEAMA 3D & Y | B
V’f"’.‘\‘ DCT H
‘rr-f-" FFT _.O
ﬁ . wiskizn | 1O
—— T e i I R &
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D A H R
s | QO
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Fig. 6 Face forgery detection methods
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tho FD2Net(Zhu 55, 2021) WHE T 3D A AL ASE AL
NI EFEATEAR (SO B IR AE o, T R NG IR
I TR BT By SOHR B B 2400 3D
B BRTE— B L2 TR0 . Ieah, 324
PG Ry s DX 3 ) 7 DI 1kt A 2 Tz Al iy
FBt. Chen 58 A (2021) 83t 17 2 ROZ AN T AL
R 30 Ao B i R TR AR (AR DL BE 2 2] B i D 52
FRAE . Zhao 45 A (2021) 0 T ] Oh i 15145 Hh Y
B R O H — Bk 2 SR i A
— BEMR R A A T I SRS , AT 2 48 A iR
FEA BYIRRRIETR A o BT O S A OG22 )
AE G Xu SE N (2021) $8 H TALE—1E R,
5 TR SRR AN [] DXl 1 8 S 3 AR AU 4l 2 5 O
Bo Fei %5 A (2022) W2 H B Jay il 5 o 2 S ke,
3 IR SRy AR SR By 1] 5 R A L TR — By
Ko Z g e L, DN S 35 B L3 A ) O i I

BRI 2 5O RN, B E B — Bt 2
PETHIR B Phy s A0 65 Mk 1) S R A 15 P it IR
Hh, P T AR DX AR AR B A A A AE Sy VA T oh
& o EF XX —4#PE, ICT (identity consistency Trans-
former) (Dong 5, 2022) #2117 T 5 2 3Ly S 1y
—HOHERIA 0y B g AU By e A
S TERT I K2 A N0 %) TR Ok i Bk R 3
oy Ay il R B SRS T AT, K T AN (2025) 0 T
— LT 2R AR A BRI AE S . AR R
FHZEA: [ 28 R Ae £ B 22 A0 PR il 5 SRR AE , RS ek 5 A
XoF Eb 2T ROBIL T 1 SRS AR AR O 1 P S50 5 Dok, )
R S PR 3 L) A i g 22 S P ) £ S4B, AT A 2K
eIt TR ZARE Ty o FEE T LA T,
eI AE N (2024) & T — i R T B BLA i ik
ResNet34 FAG I 757 , B FE W X H R P H R o 1%
5 dak AR ol v ARGE I T R AR, B AR A R AR
PG P B P52 DX dal, I 28 08 3 1 6] Ryl SRR E 110
HPERLRE . BLAh, BB FNTEPE R (2024) R R TR G
RIS T P T — R4S CNN 5 VIT B3R, B
TE AN FH 0 28 11 ey FR AR IE H UL #5455 Transformer
(842 Jrg DG IR A R 7, DT B8 FHASE AU 7 52 s iy FH 4
SPRZEETERE .

A BFSE R I, AR O 3t 2 AR AE AT 2 IR
AHAR T = [8) A9 Bef 28 — S0, S BOM R ol SR Ty
PIEN A LIS o BRI — ek, 3 T i e A %
SRR EE Oh e ARSI Dy i iz mi AR . L AR

N Giiera £ Delp (2018, Sabir %5 A (2019) 5% F 4 J5 3]
T R 46 Ab R MG T B R AE T3 51, B FE il R AR rp
B F S 55 . Amerini 25 A (2019) W F]HIG7
Y A WA s 3 — 2ok, LA iR S0 h i R . BE
WFFE AR A | Ak — 2 1453 X LA Bof 25 R — Bk A
HARE ST RS E N TAHLR DA T B2 2 B 24, A 45
XU I A2 2% (Masi 25, 2020) (i 25 775 )
ML (Chen %5, 2022) , =445 (Nguyen 55, 2021),
AT S B T T A O s A P A B e

13 RGE T AT AF B R O i A Iy
P FE T A e H a5

2) BTG B N O B AR . JE T4
S4BT 08 A 5 RS 7 v B R P PR B A A
P b 22 EUEATHGIE . BUA BFSE R, A th i 5
PAEPAT DB S F R HE S A BRI, AN AT 3k
a2 5 | A S8, LSk S 7 S oy i v o
SETE S DOEESES e I S i TR S iOR Al S
iz T AR, HoAZ O T L3 T 25 I B A e |
B T2 A A K/ NI AR 5

H 5T (Frank 5, 2020) 5 H 852 00 5 76 AN TR
) 245 BAL) S A B o R R B R B A — 3k
L Ph s PG A o A1 B 2 0 S S S R 1 e A
Ko ZMH A, Durall % A (2020) 42 H i@ 14315 DFT
(discrete Fourier transform ) 25 [a] W % 4 Bt 1Y) F 35 9
TR L PR . F3-Net(Qian %5, 2020) W3 T
— PRI U HE SR , I HME 2 pR 8 504 g - — 2
ST AL, 1 DAL A e R B 7 119 A5
RN ; IR R BT, B A R X
32 ARG TR AE HEA T AR, DA T A o 220 1 B A
S FE AR b 0 53 AR 22 5 o AR, HFI-Net (Miao 45,
2022) 38 i B A Wy M 4 5 44 4 R — R A8
B, SEI T X 2 )ROSR R A A . Jia 55
N (2021b) $& H T —Fh 56 TP Fa /N e o0 1) AR — 3K
PN 25, 38 2k 1 5 O 1 FRAE SR TSI M RE . Luo
SN (2021) W) 55 R BRAR , 48 Y MG M s e A R
BSOS LA T, SEm B B ORI, BT
PRI AR T 40 2 RO MR i ik 255 | 5
25 (] R DA R A A T I — A R A 3 o v 3
U 5 RGB 23 [AVRRIE A 38 BRGS0 T X ma Ay
TR AR TREE R

L 41, SPSL (spatial-phase shallow learning) (Liu
&5, 2021a) Y OF R HE— 4R AR S NI PR i T AR
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Table 13 Summary of face forgery detection methods based on spatiotemporal information

Bt Wy ok BB
FaceX-ray(Li ., 2020) ST D 2 PR oA T3 S 0 00 B
il 2 0 A B Li il Lyu(2018) o 3 0 b o e B DB
a5 1(2020) R NI
Yang %]\(2019) Y BB 3D JUAT 23R (AN 287 OERR) DL A B4

FETF LT 556 5 Rk — 2
D2Net(Zhu %, 2021)

Jaas DX Ik ] 1 SR SE 5, 38 e 42 4l i S Ay B A
JUAe {2 B R ¥R s /SR AN— B R e

ICT(Dong %, 2022)
T By —2rk 55
Kb AEA(2025)

AR g 2% T SCRGIN v 78 PAY A0 DX s ) B 3 U1 s v 2
30 3 O B T P 5 4 i ) s Sl A T AR AR 4 5 2
EBETT

(Giiera Fll Delp, 2018)
(Sabir %%, 2019)
Amerini 2 A(2019)

H T T [a] P A — Sk

X AR Oy 3 A0l DA 0 T 8 1) 45 i, R P I ) e
FIRERYSSOET 70 M, Al S UBUR HAr E B e 42l
INHREE B A 1 SR

HOR AT B A 2R, SR AR 2 T BURUEURRAE
AR ER B . XX — & B, SPSLAE T —
T2 o] — R 67 ¥ 2 2 ST HE AR 3 3 K B 43 A7 25 () [
GG HRAR L3, AR T R RSl R
s, R Liu% A (2021a) Luo 25 A (2021) J7 1
FE FEM A R B T — Mz AR T (B AR
FEVEUE AR S F TR HRRIE A=, BR A T 5 0 X)
R)ZFI A HERHE A28 68 0 o AR — R, Li
EN(2021) BT T — B 3 D AR R A B B
SEER T DASE A B0 9K s 19 XA sl e B O B AR

T3 A R e ask U R) R oA I £ 140z Ak
4, FrePGAN (Jeong %, 2022b) 5| A T —Fh I T4 3R
RIS PSEINIIEES L s Rr it BURa N %7 W)

P15 | S A 0 45 220 W ik SE AR BT 9 91 3 O 52, DT
JE AR AL SR A T IRMR R S5 AL M A RN 5 R Y
ORGSR SR HIL , IR ] REA Ak
SRS G PR, AN HEHEAR A N (2025) 48 H T
— ol 2 0 22 R R T 2% T A U B 25 R o3
3ASTFHIAT, SR T 2 S B HE LU Y B Db R
I B 25 A5 B R SE i — 2D 4R T TR R 2

PERE.
T4 GG T T IR B S O A 0 75
PR TAE R RE A

3) AR D R AR . ITARSK, P SE
Tt R FH 20 AR A AR S B A R G A T A
I, DA TS I 45 SR 1) 375 1 J3E 5 vl B , T i i
AR PR A AR BOE XN B I SR
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Table 14 Summary of face forgery detection methods based on frequency domain information

i =X B ATy MLl
Durall 5 A (2020)

FEFHRE /BT 5 R A1 F3-Net(Qian %%, 2020)

Luo % A (2021)

AL 2 e L o/ o A /N i, 324 D i PG A AR [ 93 B
8 5 GEVT A3 5 30 U AR B2 RUE B, Fif e O MR TR0
RN S SRy 2 5

SPSL(Liu %, 2021a)
FET OIS 5 1 A R A=
Li % A (2021)

BEXT ERARERAET IR A, 5L AAARETE 2047 LLTRAMS AR A5
B AELAY AN K 5 TR B0 UK S0 ) 11 3 I A3 SRR AT A R, SR8 [
SERM AR RIFR L A B A OCHE RO A2 2K

FrePGAN(Jeong 5%, 2022b)
FET RN 52 MG
AR AR N(2025)

P THSERL A2 AE fER 5T ARG X Sl I 2, Je (A5
TUREET AT B SSHATE ANHLIN 5 R 2 0 2 AR R 5 SR, 247
IR A 5 s B EAMA R R D R
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f 77 2K o -3 T4 40 DD-VQA (deepfake detection
visual question answer) (Zhang %5, 2024 ) i i A fUF
WSO NSRS T B Dh i B A T R B, IR
fii I %% 8 BLIP (bootstrapping language-image pre-
training ) Z2 R, AR REAL A iSOG T Dbt A 2
() H SR TR 5 AR, DT S BRI 45 2R (%) ] fige e S
B A8 KB TR 5 BRI P R, A 58 3 3 i
PR A D R AL 55 198 ) o Jia 58 N (2024)
HIR ARG VAL T GPT(generative pre-trained Trans-
former ) 7546 10 9 BE SO D7 T BE T, Sl 116
AR A U L e DA s b i i A B . BB,
FFAA (face forgery analysis assistant) (Huang 5% ,
2024) FIl FH} GPT-do HEAT Dh 18 AE AT R A2 RIS 23k
P, DR T T RO AR 22 BT SO 5 5 i i
) 7 T A PERE o X2-DFD (explainable and extendable
deepfake detection) (Chen 55, 2025)#&H T —FF H 1%
SAL a8 B R D A TR g Dy it A ) e

BFEWR T 2RSSR E R 45 T R E T
5IEWPE . TE] i REYEZ T, FFTG (face forgery text
generator) (Sun 5§, 2025) 5| A& #EM(F E , S8
TR O X 5 P 3 2R B R0 A8 U O R O
BT 7 SR Wl 5 AR R ) TRt DA T A
U AERR B SCARE IR ZE SR . M2F2-Det (multi-modal
face forgery detector) (Guo 4§, 2025) it — i 11X
— 7 1), 38 3 R ) AR A 3 B 7 2 ) FTEI R A
CLIP AL, 32T T X R Mg A A Bz ffE J1 . 1k
bb , M2F2-Det 55 T KA 5 AR, Sy h 3 46 ) o
FRME T IR R SOR IR Tl RS HARTEE S
TR IE A R Z [R] Y 22 B, W38 G 0 1 T R
FIPSRE W] o 107 Shield (Shi 4%, 2025) W2 HH £ )&
PEEEA R LENE S, BB I ZE R P Z A IR Ik (L1

FE 550 06 5 TCCRHIE ) #5172 )2 U AR B, ffi RS A0 A 4
W PR 15 AR 1 A 15 5 24 28 s L B 1Y) 382 e — B A
fRRERE ST o B4 S R AL 1 AR HE R
S RRBETE SO S5, SC BT DA 0 25 5 80 A6 ) J5E AL 1)
B AR ORI T Ay A 37 BH 5 T
WA SR N TR BEBGIE R G842 T At . Ak
(BIF 5 AT 0E— 25 45 5 IR B i R 50 5 i g
LSRR A B o g v A R R ) DR A AE

215 BGE T TR S O 2 A I vk AR SR
PETAE R AR A
1.3.2  AIGC EMGAUA O Ao I 47 A

ANFTF R i B4, 58 T4 R A A A
XL 90 24 485 A B2 0 0 5 M PR SRR A 81 7
SEARA L. P AE AL ZEAR 3R A3 A SO Y DA
KR ZWFRAG S LT T R R TFA% 40 th v (4 i A RR
T AR R T ATGC AR B PN 258 i BG4, 43
B 3R B BT IEA, i 7 FiR . A6 &
THRETERRE S5 SRR BN NI TR M5 B 0
D42 A, 300 T4 U BSR4 4535 1 20 3
BT BRI B A, DL il A e 5 3 5 AR DA
I FHLASE ) 245 S 090 U 5 U9 PR A T i R ALGC P Az
AR,

1) FETF i 23 15 B ATGC G A5 Pl 3 A6 10 152
AR T RAE M AIGC EIGR I 5 7 38 2 42 H
TR E 19 B MO 0 45 B L Eh . B Y R
I RAE RN 23 0y W R 5 - AR R AN 5 = R RRAE
TR, TR ZERZ T , LGrad (Tan 25, 2023 )32 H} £
FAAR A B AT BGIE , FEA 57 32 A AR R % 5 00 51
i bh B Z [AFTE NTE S SRS B B dE s 1y
FEAR AL XIS R 48 7 T A2 A R B 58 0L 5 1
SERVEGRFA o R EBAR R C R U7 % (Tan 55, 2024¢)

F15 ABBARMISHRNGEDE

Table 15 Summarizes methods for explaining face forgery detection

Bt ML T7

BB

HET 2B HIR 5P DD-VQA(Zhang %5, 2024)

A ARAL TR ol 8] 2 A A Y LA E b i N A1 LRI 5 A BUR
GEPEPPAG T 5 R AU LS Oh i v A9 SCAfE RO 38

FFAA(Huang %, 2024)
FAFHYIR S 14 X} 55 5 4858
X2-DFD(Chen %, 2025)

A St AR A R BT RO LB T 2251 SO SR RE , B i
FI B R AL S B T, S B RE R J I T MRRE T

M2F2-Det(Guo %, 2025)
2R HE 2R 12 B A
Shield(Shi 4%, 2025)

iR 5 CLIPBARLR G I E LR 51H H W 228, 5 AZ R
PEBE D 4R, F S8 G R PEERT 2 IR UCHE B, R B H 2 3 — 3
PERTEAR e R
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Fig. 7 AIGC image and video forgery detection methods

TR A F 1 RARERAE S I Jm 5 2R G, 6 1
B BEAE S R S 200 R B AR LR R AR
Z 42 PR e TR R TR A A X 22
KA WA RIS o e Ak, R R 2 0o 26 2 B
(] J2 R AE AR Sy e 2 Dh 52 7t 2 X2 i A9 S 5y 1]
40, BEHLI S )7 ¥ (Tan 25, 2024a) F FBEALW] 15
TR 6 BUZ K EMGIE B m e 2s 1], IR 25 A he e v
PR H R . UniFD (Ojha %5, 2023) | B 4%
BUE T CLIP R TR 4 31 254 A 70 52 B0 e Ak 2R M A
W5 T B 7o EE X S B ARAE | PatchCraft (Zhong
8, 2023) WL 2 A AR AL AE SO A X T Y
IR0 BT DX O Rl e T — R e S
AT A P WS 3 2o AN [ 03 % DX sk 1Y
G F AN SN 22 Ok SR AG I P fE . ERE TR AN
R 5 1, B R 22 (Wang 55, 2023¢) i FH i
YIRS A BRS R 25 R 22 A
BR2ZEHE B . MafE A (2023) W) 7E s 6 Ak 148

T AR R R B 2R 2 o M T 1

16 B4E T HET 2 ME B AIGC R AL )
AN 75 94 BN A SO R

2) e T B AIGC R Bk i 460 4
Ao HHRFESTH BN EEARE, AIGC A= il K {5 A
AW N A B RS TE XA X R EOE R
I A SR L S B EAT iz A B DR A . A
I, T WIHFSE (Jeong %5, 2022b; Liu %, 2024b; Tan
5, 2024b) BUI TOLABUEAR BB 5 ATT LA 5
For I #% 0 5 M. B 40, BiHPF (bilateral high-pass
filters) (Jeong &5 , 2022a) SR FH XL 55 8 1% i #5% 5 Wi\
FRIELE AT 5 o FrePGAN (frequency per-
turbation GAN) (Jeong 45 2022b) AT ST IR Y, RS
AR AN R il A A (AR L L5 52 GAN KA
ZRAE B A R G2 B S, XD 22 S PR b S L
R DAL 45 o BT XS G IR) A, 12 07 v 2ok A UM
AR B BT XTI 2, AT B3R 45 A3 Eh 5

*R16 EFZTEEENAIGC BEMAAERN 7% RLE

Table 16 Summary of AIGC image and video forgery detection methods based on spatial information

Bt SRy BoLHLi
LGrad(Tan’E,2023)  FERETHAMAARESE FII A AL HI L BR o L RPEIRAE B R IO,
BB FRAT TP 5 048 2% 00 0 B, 0 4 30190 32 0 A X 2
JRTBIG K A (Tan %, 20240)  FEMIKEHE S .
o g DGOt 2023) 2 O IR A [ O ST A R AR
A PatchCraft(Zhong %5, 2023) T DX P X ] AR AR D 22 5, DA iR 6T S B A B
. IR BR2E(Wang 55, 2023¢) ) Y1 46 OB X i AP T T AL G PR 4 5 T

Ma %5 A (2023)

B 2 A i 2 ) e L
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AT, 1 A SC T AR AR . 53— J7 I,
Tan %5 A\ (2024b) # H B9 FreqNet 1 77 T B #2240 AR
UR AT A0 1A% 8 REL % e T A PR ) v 30 20 i A
A IFEE G R RS OGRS A A S
B TEPE S AR IR TG OC 1yl HARHE . FatFormer( Liu
5, 2024b ) QBT VbR 513 43 BT 55 SCAS G it 25 AH
G54 TR HAE 3 FEdH A VRS ACER 1Y CLIP A58
B SNTIR SR VE75) A vallll = P DO KT ¢ BT
Synthbuster(Bammey, 2024) %3 42484 i FE 5%
P 1) [T A AT 3R A A, 3 3 0k B 2 MR gk A 7 4 L A
e, S T HUR A SR LUy 5. D4

(disjoint diffusion deepfake detection ) (Hooda 2§, 2024)
P T — R B Y BOR ORI AE A 205 1A A
B 2] FRME AT BN AR A 0 AR AT LG A
SE 5 I PR HOR AR BT 23 [A] A 4R, I
75 25 $ T 1 R R A SR A X B Y RE o
b, Xi N (2023) 7 T — Rl 5 AR 220 -5 N AL
49 LI PR 4%« 3k 22 i AR ] 2 i A R A 42 R 80
0T, PN T D) A S A AT DX I PR IR, e J
FIAZE X 223k 1 B AL s AL Bt ] 915 B A2 H

FNT RS T H TS B 1 AIGC BRI AT
TGN 7 vk AR A A S AR A

£17 ETHEE B AIGC B ERN Fix R

Table 17 Summary of AIGC image and video forgery detection methods based on frequency domain information

Bt L SILIRrS

LB

) BiHPF(Jeong 55, 2022a)
IR AR 8 5 4R IR

FreqNet(Tan %, 2024h)  T¥fiEe

b LR A SR A 1) A G0 S8 SR U 3 I e I R DA
RAE TR I R IR AE S TE R AL, B e SRS A R TG O i

FrePGAN(Jeong 5%, 2022h)
XTI ZR 5 1k e s 27 >

FatFormer(Liu %5, 2024b)

FIABTAR YA AT R ORI BRSO 82 T30, BOR R A 5
SCA GBS A8 A T O A URES B CLIP B R et 25 48 T X AN [ Az 1l
ARz AL

Synthbuster(Bammey, 2024) F AT HOBURHRSR 22 1 901 4 47 MR8 50 R TSR

PRURLLS 2GS
D4(Hooda 55, 2024)

IR R PG, R Ak 25 5 PN A X I 2%, 3 e 58 S R T Rl
HRARYT 5 RO I IR o

3) AR AIGC ML D 1 A I H R . I 4F
o, BET 2 RS R R B Oh i G I 5 145 31
Tz R, U RS R TR Dy T AR B
FUHAFSE T, ForgeryGPT (Liu 55, 2024¢) #2117 FI
ZARLS R AL IR 5 b ) Ot R i 5 |
VN B FHE I SRR P A N U = N e 14024
S IO DX AR 2R SO L, I B A B AT ik B 1)
BT T ORI A . RS, SIDA
(social media image detection, localization, and expla-
nation assistant) (Huang 55, 2025d) HEZ8 0] & v T4k
SR 5 D s A ARG 5 i B L 455 Mask-Text X 5%
BOR  AALRERE U Db 38 PEIR 30 BE 7 I e e £ 1
BRI ML BT 500, Ak S A A 25 0 22 4 W A 4
BT AU EAR LT EZ2ES T Irm,
Fake VLM (Wen 5§, 2025¢ )it it 25 5 UG —18 5 %1 57
AR o34, A Dhi R Z ARG I 5 i e 7 T 2
B, @S5 A FakeClue 5 4. , Fake VLM A AE
I O N2, 3 R AR BRSO I PR i 2 2 il

AR T TR S HEAYEWIE . LEGION (learning
to ground and explain for synthetic image detection)
(Kang %5, 2025)#Hh T — DN 2AE5 7 IR, 45510
TGN 55 AR A B, O AL 5 | AR IE RS 50T 27 2T A
e, BERT T ZRESHRTE R e thit R 5
R, B A RO AR R 4 SynthScars NS AL T
EHIBT

Bl &+ AR 1 #F— 20 & Jig | FakeReasoning (Gao
85, 2025b) 45 & T PhiE AN 5 HEAT 55, R 28
SR FAR B R T O I p ez Ak Re s, ST HAE R
ZeDh s JAR AR R I T HR IR, SR
i, AIGI-Holmes (Xu 5, 2025) & GEil 1k 455 ML 3¢
AR YR MLLM A T8 SCHESR, A8 il nT BE N T30 3E AN
X SRR, E— 2D B s T RS 172 AL RE ) AT A
Btk . IVY-FAKE (Jiang %5, 2025) 3] A T — 4 —
AR, SOf PRS- S U0 A A O A e D) -5 e e, o
T A I ETEAL BT T I AR R o IZHESR I
T AL ARG 5 B T O A I Y 2 E
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WLV 35 T 2 AR A P N2 o TE R BR 1 A
W77 167, BusterX (Wen % , 2025a) #2 i 1454 MLLM
FiR A 2T AURESR L v T A DA 3 ARG 5 e e
PiBiBuN 2 P YN IUNEISE /50 N wralll Rt i e ibriy
B . BusterX++(Wen %5, 2025b) 7E LS At 47 @
T Z W Boll R AR G eSS G e T S RS O
RGN v A ¥ I By TR, it — 2P 3R T T ORI AT A
AEA U0 Fa E FPERE o Veritas (Tan %,
2025) 4t T AR AR Y T ik B T AR
B AR o O i 1 i B R, AR T T O
YA A VR 1, 3 RE SR L B HLGZ W] B2 ) HE BB AR
AT $ T T AR (%) A] i B . ThinkFake (Huang
A, 2025b) GIA T 4 AL B R BLE] , 45 5 2
R Bl R s T OhE A I A RE ), JF AR
BT BAT Al g R AR I T AT RO SRy T R R
thig W aE B . &5, RAIDX (retrieval-
augmented image deepfake detection and explainabil-
ity) (Li &5, 2025b) 48 1 45 6K S IE 5 A ORI
AR X 3R #& PG 4L (group relative policy optimization,

GRPO) 58 Ak 2 2] HE B2 (W TR ORI T v o DT R AN
ACHR T T Bh 5 A 0 A v P | 0 8 3k A AT B Y
025 M R SCAR i A, S A BRI T B ip i R 1Y
i o UniShield (Huang %, 2025a) F| F 2 Fh fh it K
D7 3R R T A QB sl A 1 A S IR PR 35 (14
) 5 2 7, b £G4 BT R AR AE L) 3
AN PR A (ARG I ASE Y | G B U B 5 2 b B
PRI 25 A AT fif B A, i — 203 T Ol s A U
() A FEVE S i BR e

ZE LR YT T 2 AR A R T O AR R Y
ATGC G AT O 3 A6 0 2 R O S 3 b e, A
FEAAIE T Oy s 0 ) HE B 1, 3R 2828 5 AT fif B
PEMLH , {8 75 Ph 2 A I A 2o R B B B . ROk 1Y
WF 58 AT DAk — 20 45 4 5 LA il G | S5 e A I R
FAR G A T O BRI, B AR 9 3 Ak fE D A
I Y R, A T A A N T RE BGIE &R 48 25 5
Hrt

22 18 JALE T AT B ALGC RGO 3 46 T 7
PR et T A e Hos

F18 TFIERE AIGC BGMSIIA SR 7 % B
Table 18 Summary of explainable AIGC image and video forgery detection methods

Btk ATk

F OB

ForgeryGPT(Liu 5%, 2024c)
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